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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Learning Objectives

* Define “insider threats” and how they differ from threats external to an
organization

e Identify the different types of insider threats

* Provide examples of damage that can be caused by insiders - specifically
addressing health & safety threats

* Identify the steps health and safety professionals can take to help mitigate the
risks associated with insider threats

* Provide a list of useful references

ISR

© 2017 EHSSENTIALS 3 PUQO% EHSSENTIALS2017



Health and Safety’s Role in Mitigating the "Insider Threat" Risk

How many times have we heard this after an

event?
You know, s/he had been acting a little strange,

but....
.1 didn’t think much of it...
...l never bothered to report it...
...1 didn’t know who to report it to...
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Why a Presentation on Security to Health and
Safety Professionals?

. Post 9/11/01, the safety and security professions have forever become intertwined
. Both are focused on controlling losses — the key difference is “intent”

*  Onlyinthe English language are there different words for “safety” and “security” — everywhere else it means
the same thing

. Emergence of many safety regulations that include now security elements
— Increased controls for radioactive materials in quantities of concern
— Select agents and toxins
— CFATS
— Transportation security requirements for hazardous materials/wastes

. In the course of health and safety’s daily activities (if trained appropriately), opportunities exist to enhance
security within an organization, especially with regard to insider threats

_
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

External vs. Internal Threats

e Organizations commonly maintain a variety of systems to prevent threats
external to the organization from gaining access to steal or damage
property or reputation

),

— Historically known as the “3 G’s”: Gates, Guards, and Guns

— External attempts to physically or electronically access organizations
are regularly detected and thwarted

* The risk that is much harder to detect and control is the “insider” — the
employee or contractor who has gained legitimate access, but now, either
intentionally or unintentionally, represents a risk

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

First: a word about insider threats and
Workplace Violence

* Not limited to workplace homicides so widely covered in the news
media

e Defined as:

— an act against an employee that creates a hostile work environment and which
negatively affects the employee, either physically or psychologically. These acts
include all types of physical and verbal assaults, threats, coercion, intimidation,
and all forms of harassment

» Workplace Violence Research Institute

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Workplace Violence

e How extensive is the threat?

— 1 of 4 employees harassed, threatened, or attacked on the job
— Northwestern Life Insurance Co.

— 50% of companies surveyed reported experiencing workplace violence in last
4 years
— American Management Association

— Average of 1,100 workplace homicides annually
— U.S. Department of Justice

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Workplace Violence in Healthcare

* Violent acts against healthcare workers may originate from coworkers, patients,
visitors, or intruders, but can also include patient on patient intervention activities

* Serious workplace violence incidents are 4X more likely in the healthcare setting
than in private industry on average

* Occupational Health and Safety Administration

* Violent injuries in the workplace resulting in days away from work:

Psychiatric aides = 590 injuries per 10,000 full-time employees
Nursing assistants = 55 injuries per 10,000 full-time employees
Registered nurses = 14 injuries per 10,000 full-time employees
Private industry average = 4.2 injuries per 10,000 full-time employees
* Bureau of Labor Statistics, based on 2013 data
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Workplace Violence Prevention Program Elements

*  Form a management team *  Provide supervisor and managers with
¢ Assess current conditions — controls, culture, conflict resolution training
etc. * Review pre-employment screening practices
*  Prepare and implement policies * Review termination process
*  Establish confidential means for collecting *  Prepare a crisis response plan
information (a hot line) * Test and update program regularly

* Develop a training program for all employees

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Different Types of Insider Threats

* Malicious insider
— Nefarious intent
* Coerced or sympathetic insider
— Actions caused by external forces
e Oblivious insider
— Unaware of the impact of their actions or inactions

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

What is at risk?

* Money/assets (insiders cost businesses >5100 Billon annually!)?
* Personal information

* Trade secrets

e Critical records, data

* Business information

e Organizational reputation

* Customer base

* Health & safety of workers and/or public
aWinkler, |. Spies Among Us, p. 60

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Specific Health & Safety Risks

e Access to potentially hazardous chemical, biological, or radiological materials for
either malicious purposes (themselves, co-workers or the public), or to damage
the organization’s reputation resulting in regulatory scrutiny and penalties

* Inthe healthcare setting, access to pharmaceuticals / controlled substances
(diversion)

 The purposeful disruption of critical safety systems
e Purposeful deletion of critical records

* Release of selected information to damage reputation or to further a cause

e
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Typical Controls (and who controls them)

e Background and reference checks as part of hiring process
* Employee training and orientation

* Organization policies and procedures

* Access controls — both physical and virtual

e Auditing, security reviews

e Corrective action plans, termination processes

ISR

© 2017 EHSSENTIALS 14 PUQU% EHSSENTIALS2017




Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Are these controls sufficient?

 The answer: Not always. Consider a few examples:

— Animal rights groups placing undercover employees in research labs and
factory farms to document the treatment of animals and in some cases
release the animals and damage property.

— Software engineer, about to be laid off, copies for his own purposes, and then
deletes, source code for a safety-related system being used in production.
After detection, arrested and convicted: 1 year in prison, $13,000 fine

e
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Healthcare Examples

. Diversion: illegal prescription or use of medications

Health and Safety’s Role in Mitigating the "Insider Threat" Risk

U.S. DEPARTMENT OF JUSTICE

X DRUG ENFORCEMENT ADMINISTRATION

JE DIVERSION CONTROL DIVISION

ALERT: Faxed-based phishing scams targeting Pharmacies. SEE DETAILS.

HOME REGISTRATION REPORTING

Report lllicit Pharmaceutical Activities

RX Abuse Online
Reporting

What's New

Siegfried USA, LLC (Apnl 25, 2017)
Sigma Aldrich Research
Janssen Ortho LLC (Apnil 25, 2017)
Cambridge 1sotope Laboratories (apal 25, 2017)

Cedarburg Pharmaceuticals (4pnl 25, 2017)

William H. Wyttenbach, M.0.; Decision and Order (4pnl 21, 2017)

Richard Jay Blackburn, 0.0.; Decision and Order (2ol 20, 2017)

30-Day Notice (Extension): Drug Questionnaire (DEA-341) (4ol 19, 2017)

Ymuufv Scheduling Order: Temporary of Six Synthetic
Cannabinoids (SF-ADB, 5F AMB, 5F-APINACA, ADB- FUBINACA,
CHMICA and MDMB-FUBINACA) into Schedule T (M 10, 2017)
Xcelience (Apal 4, 2017)

Inc. (April 25, 2017)

In The News
DEA Continues Its Drug Abuse Prevention Efforts
Take Back Day nu Saturday (Apal 24, 2017)

gperation Avalanche: Millions of Narcotic Painkillers Onto Black
rket, Millions Fraudulently Dilled to Medicaid, Seaicare (o (Apeit 07, 2017)

with Prescription Drug

Mv Companies Settle Controlled Substances Violations Claims For
717, zso(uml 03, 2017)

girmingham Man Pleads Guilty to Selling Fentany] that Caused 20-Year-

RESOURCES ABOUT US

Registration Support

Call: 1-800-882-9539 (8:30 am-5:50 pm ET)
Fmall: DFA Registration. Help@usdo).gov
Locate Ficld Registration Specialists

New Apy

Rencwal Applications

Changes (Addrmss, Drug Code, Name, Schadule)
)

Reystration for Dispesal of Controlled Substances

Duplicate Certificate Request

Duplicate Receipt of Registration

Order Forms (DEA 222)

Registration Validation

DEA Forms &
Appl

stions &

of Orders System)
Chaemical Cantrol Program
Controlied Substance Schedulos
CR0S (Controlled Substances Ordering System)
EPCS for

DEA Form 106: Report Theft or Loss of Controlled Substances

Find Your Local DEA Office

Mailing Addresses for Topics Related to Title 21 CFR
Missions

Location

Source: https://www.deadiversion.usdoj.gov/
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Healthcare Examples

Cases Against Doctors

* Diversion:illegal prescription or
use of medications

Diversion Control Division |

This is a listing of i igations of physi in which DEA was involved that

resulted in the arrest and prosecutionlof the reg:islrant.

Last Updated: November 16, 2016

Source: https://www.deadiversion.usdoj.gov/crim_admin_actions/doctors_criminal_cases.pdf
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Healthcare Examples

° Diversion Ieading to healthcare-associated infections DRUG DIVERSION* SPREADS INFECTION FROM
HEALTHCARE PROVIDERS TO PATIENTS

s '—_—i =
pr— —
- -
=, a ez
CONTAMINATED
HEALTHCARE PROVIDER INJECTION EQUIPMENT EXPOSURE OF PATIENT
with Hepatitis Cor other AND SUPPLIES results from use of contaminated
bloodborne infection presentin the drug or equipment for patient
tampers with injectable drug patient care environment injection or infusion
ONE NEEDLE
ONE SYRI
ONLY ONE TIME.
SATa

Source: https://www.cdc.gov/injectionsafety/drugdiversion/
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Healthcare Examples

. Diversion leading to healthcare-associated infections
~
O Bacterial outbreak
[ Hepatitis C virus (HCV) outbreak TR D e o
xylosoxidans bacteremia
associated with a nurseat an
—- — ]
M?Gof
bacteremia associated
with a respiratory
therapist at a
hospitalP 2011: 25 cases of gram-
tive bact A
associated with a nurseat a
i hospital>?
1985: 3 cases of Pseudomonas
pickettii bacteremia associated
with a pharmacy technician ata
‘Wisconsin hospital*
v v v ¢ N vV V¥V ¢
1985 1990 1995 2000 2005 2010 2015

Source: https://www.cdc.gov/injectionsafety/drugdiversion/
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

How serious is the threat of insiders?

The Federal Reserve Bank of New York requires individuals in sensitive positions to be absent from
each year, with no electronic access!

work for

“One of the many basic tenets of internal control is that a banking organization ensure that
employees in sensitive positions be absent from their duties for a minimum of two consecutive
weeks. Such a requirement enhances the viability of a sound internal control environment
because most frauds or embezzlements require the continual presence of the wrongdoer.”

* Also suggests regular rotation of jobs and duties

http://www.newyorkfed.org/banking/circulars/10923.html

_—
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

What might drive one to become an Insider Threat?

* According to the FBI, there can be:
— Personal Factors
— Organizational Factors

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Personal factors

 Greed or financial need e Adventure/thrill

* Anger/revenge * Vulnerability to blackmail

* Problems at work, disagreements * Ego/self image

* |deology/identification e Ingratiation — desire to please

e Divided loyalty e Compulsive or destructive behavior

e Family, personal problems
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Organizational factors

e Availability and ease of accessing  Time pressures
critical information, equipment, « Employees not trained on how to
supplies protect proprietary information and
e Proprietary or classified information on security risks

not labeled or handled as such

* Undefined policies regarding work
from home on sensitive or propriety
projects

ISR
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Behavioral indicators of insider threats

* Taking items home without need or *  Works odd hours
authorization » Unreported foreign contacts, short trips
* Seeks information, supplies not related to foreign countries
to job * Unexplained affluence
«  Expresses interest in matters outside * Overwhelmed by life crises or
scope of job disappointments
«  Unnecessarily copies materials . Utnhusual interest in personal lives of
others

* Disregards company policies on

* Concerns about being investigated,
computer use

under surveillance

ISR
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

What can cause a good person to turn bad? Things you
might never know

* Individuals can become a coerced insider because of:
— Financial pressures — debt, gambling, loans
— Inappropriate or deteriorating relationships
— Embarrassment
— Scams, get rich quick schemes
— Extortion, even from afar if pressures are being applied in home country
— Personal problems, substance abuse, stress
— Changes in personal beliefs, disillusionment
— Siloed information sources: “the echo effect”

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

The challenge....

* From actual National Security Agency documents —
— “Exhibits an interest in what co-workers are doing”
— “Volunteers for extra duties and assignments”
— “Works late hours”
— “Rarely takes vacations”

e Characteristics of a good employee or an insider?

Winkler, I. Spies Among Us, p. 61
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Insider Threats by Relative Populations

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Oblivious Insider

*  Examples
— Writes down or posts passcodes for convenience

— Props doors open, bypassing locks, to save time
— Holds doors open for others, letting tailgaters in
— Vulnerable to “social engineering”

* May be a much greater threat than the Vialicious Insider because of
— Sheer numbers
— Repeated acts
— Misconception of actions
— Difficulty of detection and mitigation
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Figure 3: Loock on Door Frame Elood Bank

L
Sasn 0
* Al 3biood center In 3 Mird state we visited, we observed 3 cesium-
137 biood iTadiator of approximately 1,400 curles in a room Mat was
bya Key lock. The was located In the

Page 17 GAO-12429 Nuciesr Nonprolferstion
Source: GAO

GAO-12-025 Nuclear Nonproliferation Report

. e
(0]
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Health & Safety’s Unique position

*  Much of health & safety’s work is done in the field, with regular interactions actually in
the workplace

* ltisroutine for health & safety to maintain a dialogue with the workers, reporting of
concerns

* Health & safety generally understands entire systems as part of their assessment work
* Health & safety involvement with maintenance of inventories of materials on site

* There is often an elevated level of worker trust with health & safety personnel when the
issue of “dual loyalty” is handled appropriately

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

What can health & safety do?

Educate health & safety staff about the insider threat risk, the factors that can lead
to its existence, and the suspect behaviors, and where to report them

Increase situational awareness, especially during routine safety surveillance
— Locks bypassed, tailgating, passcodes posted?

— Evaluate whether outpatient settings more vulnerable
— Unusual behaviors? Know your customers!

ISR
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

What can health & safety do?

* Actively solicit worker safety concerns
* Review of access data logs
— failed attempts, odd times?
e Perform inventories from the perspective of shrinkage
 Get on the notification roster for terminations

— take necessary protective steps (change passcodes, delete badges, inform
parties so they can report if the person is attempting to return)

* Report suspicious activities or situations
— “see something, say something”

ISR
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Important point!

* “Insider threat mitigation is focused on
behavior — not assumption!”

T. Engells, Chief of Police UTMB

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

A note about Cyber security

 Two ways to conduct research and development
— Invest and perform R&D work, or just steal it

— FBI estimates $13 Billion in annual losses due to economic
espionage

 Wall Street Journal report: The state of Michigan’s computer
infrastructure experiences 185,000 cyber attacks daily

ISR
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Suggested Mitigation elements for Insider Cyber Threats

1. 11. Institutionalize system change controls
2.  Document and consistently enforce policies and 12. Use log correlation engines to audit worker actions
controls 13. Monitor and control remote access points
3. 14. Develop a comprehensive employee termination
4. \ procedure
behavior 15. Implement secure backup and recovery processes
3. agtrili)plgf:g and manage negative issues in the 16. Develop a formalized insider threat program

17. Establish a baseline for normal network behavior
18. Be vigilant about social media
19. Close the doors to exfiltration

6 Know your assets

7.  Strict password policies

8. Enforce separation of duties
9

. Define cloud service secu rity Adapted from: Silowash, G. et al. Common Sense Guide to Mitigating Insider
10. Stringent access controls Threats, 4" Edition. Carnegie Mellon University. Available at
http://www sei.cmu.edu/reports/12tr012.pdf

. NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk

Summary

* Insider threats are very real and are difficult to detect

* Insiders may be after money or information, but their acts can also
represent a health & safety risk

* Keep in mind that although malicious insiders may exist, in general,
they are far outnumbered by the oblivious insiders

* Through increased awareness, health & safety can enhance security by
helping identify possible insider threats to the organization

NN
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk
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Health and Safety’s Role in Mitigating the "Insider Threat" Risk
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